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Abstract. Safetyof interoperatiorof programfragmentswrittenin differentsafe
languagesnay fail whenthelanguagesave differentsystemsf computational
effects: an exceptionraisedby an ML function may have no valid semantidn-
terpretatiorin the contet of a Safe-Ccaller Sandboxingcostsperformanceand
still mayviolatethe semanticsf effectsarenottakeninto accountWe shav that
effectannotationsloneareinsuficientto guarantesafety andwe presentaitype
systemwith boundedeffect polymorphismdesignedo verify the compatibility
of abstractesourcesequiredby the computationamodelsof theinteroperating
languagesThetype systemensuresingleaddresspacenteroperabilityof stat-
ically typedlanguagesvith effect mechanismsuilt of modulesfor controland
state.It is shavn soundfor safetywith respectto the semanticof a language
with constructdor selection simulation,andblocking of resourcestargetedas
anintermediatdanguagdor optimizationof resourcéhandling.

1 Intr oduction

Component-basesbftwaredevelopmenpromiseghefreedomto choosgehemostsuit-
able languageindependenthiffor eachfragmentin a system,aslong asthe language
implementatiorsupportsa commoninterface[12, 15]. The existing interfacesoffer a
trade-of betweersafetyandefficiencgy of interlanguageommunicationThe commu-
nicating programsmay residein separateddressspacesgdeleyating the responsibil-
ity for correctnes®f their interactionto the operatingsystemwhich imposesserere
performancepenaltiesevenfor componentsisingthe samelanguagemplementation.
Alternatively the callerandcalleemay sharethe sameaddresspacethis providesfor
fastinteractionbut typically fails to preventpossibleerrorsdueto inconsisteng of the
computationamodels.With theincreasingdependencen componentibrariesthe ef-
ficiengy of theinteroperatiormechanisnis becominga significantfactor;on the other
handthe useof third-party componentsespeciallyin the context of dynamiclinking,

requiresstrongsafetyguarantees.
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CCR-9633390Theviews andconclusiongontainedn this documentrethoseof theauthors
andshouldnot beinterpretedasrepresentinghe official policies,eitherexpressedr implied,
of the DefenseAdvancedResearchProjectsAgenc or theU.S.Government.
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Interoperatiorbetweerfragmentswith differentcomputationamodelsalsooccurs
when a higherlevel languages beingusedfor systemsprogramming.Demandsfor
independencef somelanguagdeatureqe.g.garbagecollection[11]) on partsof the
systemcanbe satisfiedby compiling themusinga differentmodelfor a subsebf the
languageandusinganinterlanguag@rotocolto communicatevith therestof thesys-
tem. This approaclttanalsobe usedwhencompilingfiner-grainedprogramfragments
written in the sameanguageto achiere pay-as-you-gefficiency of languagdeatures
usingthe mostcost-efective modelwhich supportghe featuresemployed by the par
ticular fragment.On a higherlevel, differentsourcelanguagesnay have a common
representatiorn a typed intermediatdanguagg16] and differentbut interoperating
implementatiorschemestunedto specificsourcelanguagecharacteristicsSafetyand
efficiency of interoperatiorareagaindefinitebut competingrequirementén thesesitu-
ations.

To provide the basisfor a safeandefficient interlanguageperation,in this paper
we describea novel type-basedechniquesupportingprincipledinteroperatioramong
languagesvith differentfeaturesselectecamongmutablestore,exceptionsfirst-class
continuationandheapandstackallocationof activationrecordsOurframework allows
programsarittenin multiple languagesvith overlappingfeaturego interactwith each
othersafelyandreliably, yet without restrictingthe expressienesof eachlanguage.

Thusour goalis designinganinteroperabilityschemevhichis

— safe:it shouldnot be possibleto violate the runtimesafetyof a languageby call-
ing aforeignfunction,evenif this functionis definedin alanguagewith different
featuresand

— efficient: alanguagemplementatiorshouldnot beforcedto usesuboptimaimeth-
odsfor its own featuresin orderto provide supportfor otherlanguagesfeatures.
For instancegheimplementatiorof alanguagehatdoesnothave exceptionsshould
nothaveto know abouttheexceptionhandlingmechanism(s)sedin interoperating
implementationsf otherlanguages.

Ideally we would like to have completeinteroperability allowing usto invoke any
function from ary term written in anotherlanguageaslong asthe semanticof this
invocationis definedin the “union” of thelanguagesHowever this requiremenposes
seriousefficiengy problems,sinceto satisfyit, the implementatiornof eachlanguage
shouldbe aware of the supportingmechanismsor all featuresin the unionlanguage.
Thus, for instance|if a SchememplementationS employs heap-basedllocationof
activationrecordsanimplementatiorof Safe-Cwhich mayhave to interoperatevith .S
cannotuseastack;or, corversely the Schememplementationsvill beforcedto usean
allocationstratgly compatiblewith astack1, 5].

At the otherextremeareinterfaceslike COM [15] which imposefew restrictions
on languagemplementationsSafetyis to be ensuredvia sandboxingusing separate
addressspacesThe interoperatiormechanisisupportsonly basiclanguagefeatures,
e.g.function invocationand passingof agumentsandresult.In casesvhenthe cost
of cross-domaircalls is acceptabléhis appearsas a reasonablesolution, but in fact
dependingon designchoicesin the implementationgt may not provide the expected
semantics.



ML: Java:
exception E class J {
fun callback () =... raise E ... public static
fun MLMain () = void £ (int i, Callback c)

ce throws Exception {

J.f (0,callback) if (i == 1) throw new Exception();

handle E => J.f (1,callback) try { c.invoke (); }
catch (Exception e) { ... }
¥
}

Fig. 1. Failureof simplesandboxingo presere semantics

Considerthe schematieaxampleshowvn in Figure 1, whereraising exceptionk in
callback shortcutsthe flow throughthe Java fragment.If the Java implementation
maintainsinformationaboutthe last enteredtry (i.e. the currentexceptionhandler)
which is context-switchedupon callsto ML, this informationwill be incorrect(with
respecto the “union” semanticsyvhenException is thrown afterthe secondcall to
J.f.

Thusasobsenedin [14] thefunctionof amechanisnfor safeinterlanguageallsis
morethanmarshallingvaluesbetweerrepresentations it mustalsotake into account
theeffectsystemsf thelanguages.

The contribution of this paperis thatit formalizesthe notion of safeinteroperabil-
ity betweenstatically typed languagesy building on previous work on effect sys-
tems|[8, 18, 19 andintroducinga type systemwhich relateseffectsto the madine
resoucesthey require.Sincedifferentmodelsof languagegprovide differentsetsof
resourcesandthe sameeffect may be possiblewith varioussetsof resourceshothan
effectanda resourceannotatiorareneededthe resourceannotatiorindicatesthe spe-
cific requirement®f a codefragmentwhile the effect annotationdeterminesvhether
analternatve setof resourceganbe coercedo matchtheserequirements.

Trackingtheeffectsof theparametersf higherorderfunctionsis achiezedby effect
polymorphism:using effect variablesin the typesto expressthe dependenciesMore
specificallyour systemhasboundedeffect polymorphisnto rejecteffect applications
whenthe effectargumentsareunsupportedby theresourcéooundsWe omit type poly-
morphismfrom the presentdescriptionfor brevity; we believe it is largely orthogonal
to thetreatmenbf resourcesindeffectsin types.

Furthermoreto shav soundnesef ourtypesystemwe introducea typedlanguage
with constructdor explicit managementf machineresourcesUsingthis languageas
intermediatein compiling varioussourcelanguagesllows the compilerto optimize
interlanguageallsby “floating” theboundanbetweercontexts with differentresource
requirementsThus partsof a programwritten in onelanguagecan be specializedo
operatewith theresourceprovidedby theimplementatiorof anothedanguagd17].

Theresultis thatour systemavoidsthe safetytrapsandallowsfor theinteroperation
of efficientimplementationy restricting,in somecaseswhichforeignfunctionsmay
be invoked, andimposingconditionsthe caller mustsatisfy beforethe invocation.To
determinevhetheracall is possiblewe considetthe effectsof afunction,i.e. its useof
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Fig. 2. Languagenteroperationconditionsfor safetyandefficiency

resourcesA resourcehasto be saved (blocked)whenit is notrequiredby thecallee.If
aresourcevhichthecallerdoesnothave is neededy thecalledfunction,but thelatter
doesnot producean effect dependingon this resourcea dummyresourcecanbe pro-
videdinsteadIn somecasest is possibleto switchto alternatve resourcesupporting
the sameeffect. An exampleillustratingthesepointsis shavn in Figure2 wherethree
languaged ;, Ly, andL; arebuilt out of the semantionodulesstudiedin this paper
For examplecallinganL s functionfrom anL, programis alwayspossiblepecaus¢he
functionality of all resource®f L3 is supportedn L, but the calling conventionmust
be switchedfrom heapto stackbasedandthe L, exceptionhandlermustbe presered.

To specifyformally and prove the safetyof our systemjn Section2 we introduce
thetypedintermediatdanguagéR anddescribets staticanddynamicsemanticén Sec-
tion 3. In Section3.3we shaw thatthetype systemof R guaranteetheruntimesafety
of type-correciprogramsThis makespossiblethe safelinking of separatelfcompiled
componentavhich can be shovn to have a type-correcttranslationinto R with the
correspondindnterfacetype.

2 A Languagewith Machine Resouice Control

ThelanguageR is anidealizedversionof the typedintermediatdanguageof our sys-
tem.Thenovelfeaturein it aretheabstiactresouces whichtogethemwith theirassoci-
atedprimitive operationsanbe seenasmodulesof which we canbuild sublanguages
of R; indeedthisis animplied goal of our interoperabilityschemeBoth the staticand
thedynamicsemanticof R permita presentatiorin which new functionalblocksare
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| ehandle z : exn.€' | raise[7] z exceptions

Fig. 3. Syntaxof R, alanguagewith typedresourcecontrol

addedto a basiclanguagewithout interferencewith otherblocks;the exceptionis the
exceptionsblock, whosesemanticsneedssupportfrom both first-classcontinuations
(whenpresentandtheresourcénandlingitself. We take the approachof presentingll
blocksin onestepmainly dueto spaceconstraints.

The abstractresourcesrangedover by r (seeFigure 3), are structuredin a hier
archyincluding the control resourceg andtheir subdvision, the continuationalloca-
tion resources. Thelanguagesupportdwo allocationstratgiesfor activationrecords:
a stack-basedlisciplinewith abstractresourceS, anda heap-basedyith abstractre-
sourceH. An additionalcontrolresourcés the exceptionhandlerX. Informally all of
the controlresourceganbe viewed asstructuref framessuchasactiationrecords.
A primitiveresourcenot relatedto the controlis the storeM; the systemcanbedirectly
extendedwith multiple versionsof the storewhich canbe controlledseparately

Primitive resourcesrethebuilding blocksof theresourcedescriptorg, consisting
of two componentsThefirst componenspecifieghe “calling convention”in use.i.e.



how valuesarecommunicatedo andfrom aterm;to keepthe systemsimplewe only
considercorventionson returningthe result, with a choicebetweena stack-allocated
andaheap-allocatedontinuationTheseconccomponentlescribeshesetof resources
availableor requiredfor the evaluationof aterm.

Thecounterparbf resourcesiretheeffectse which aresetsof primitive effects(in-
formally causedy the correspondingprimitive operationsn thelanguagepndeffect
variableswvhich standfor setsof effects.In ourlanguageheprimitive effectsarecallcc,
exception, andstore. A computatiormayonly introduceeffectswhich areprovidedfor
by the availableresourcese.g.the effectexception canonly occurwhenthe exception
handlerresourceX is available.

Thereare only minimal requirementgor resourcesieededto producean effect;
extraresourcesansimply beignored.This intuitive obsenationleadsto the definition
of arelationof compatibility betweernresourcedescriptorsietting rs rangeover sets
of primitive resources{a, rs) C (a,rs') if rs C rs'. Note that compatibleresource
descriptorgienotethe samecalling corvention.

Thetypesr includefunctiontypesr —£ » annotatedvith aresourcedescriptorp
andeffectse. This notationdescribes function whoseevaluationrequiresthe calling
corventionandresourceslenotedoy p, and produceshe effectse. Similarly the re-
sourceannotatiorp onthetype of continuationgont?[r] denotesheresourcesieeded
to re-activate the continuation;the type systemassumeshat the effect of invoking a
continuationis the maximalpossibleunderp.

Amongthetypesarealsothe bounded-dectquantifiedtypesvu < p. 7. An effect
applicationz[¢] of avariablez of thistypeis only valid whenthe effectse arepossible
with theresourceslescribedn p.

In additionto effectapplicationghevaluesv of R includeboundedeffect abstrac-
tions,andabstractiongnnotatedvith resourcedescriptorswith the meaningnotedfor
functiontypesabove.

A terme whichrequirestheresourceslescribedn p andproducesffectse canbe
visualizedastheelemenshown in Figure4(a),wheretheS indicateghecornventionfor
theresultis to usea stack.Theterm |v| denotesan effect-freecomputatiorreturning
thevaluewv accordingto a corventiondeterminedoy the context. The computationof
let z : 7 «+ e in ¢’ memesthe effectsof the computation®f e ande’ with z boundto
thevalueof e (Figure4(b)).

resources effects and
resources P
result e sls X €& S
(a) A termrequiringresourcep (b) Evaluationoflet z : 7 < e in e’
andproducingeffectse with resourceg

Fig. 4. Termsandtheir composition
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Fig. 5. Operationon resourceperformedoy use (p) e

A novelty is theresource-managemectinstruciuse (p) e, which evaluates in the
context of resourceslescribedoy p, replacingthe currentresourcesFor instance;it
is possibleto reducethe setof availableresourceg’ whenaterm e expectsa subset
p (asreflectedin its type, seeSection3 for details).As alludedto in Figure5(a), the
resourcesurrently available but not neededare presered during the evaluationof e
andrestoreduponcompletion.For example,considerthe caseof anML programwith
resourcegH, {H, X, M}) invokinga Schemdunctionf with anintegerargumentx and
integer result. Assumingboth implementationgperform heapallocationof activation
recordsthe call would requirepreservinghe ML exceptionhandler Translatedo R,
theinvocationis expressedy

use ((H, {H, M})) (@f )

in atypeervironmentincludingx : Int, f : Int —>§H’{H’M}> Int (for someeffecte).

It is alsousefulto allow the creationof a nev dummy resourcer whenit is re-
quired by a term e but the effects of e make no useof r. Considera Schemefrag-
mentwith resourcegH, {H, M}) invoking a compiledfrom ML function g of type

Int —><:'t’o{:’x’M}> Int. This type shows thatg hasno effectsthatrequirethe exception
handler but the codefor g neverthelesexpectsan exceptionhandlerresourcewhich
is reflectedin the resourcecomponenif g's type. Thereforethe invocationmustbe

enclosedn ause, constructingadummyX resource:
use ((H, {H, X, M)) (@g 5)

Thissituationis representedraphicallyin Figure5(b) wheretheeffectse aresupported
by theresourceg’, but theterme requiresadditionalresources.

In the absencef continuationcaptureeffectsthe creationof new stackandheap
resourceasdifferentsemanticslueto the localizationof allocationeffectson these
resourcesWhile a newly createdstoreor exceptionhandlerresourcecannotbe used
at all (sinceary usewould createan effect which requiresthat resource hencethe
termwould not have a type in an ervironmentwhich doesnot provide the resource),
a new stackor heapmay be usedfor the allocationof activation records becausehe
allocationeffect is localizedand will not be propagatedvhenthe evaluationof the
term is completed.Note that this only appliesto the useof the heapfor stack-like
managemerdf activationrecordsuseof callcc for instancentroducesaneffectwhich



let id o — [Mx:7|x]]
inlet wrap : Yu<Both.(r ={} 7) —>€ TR
+|Au< Both.
MNfr i [Nair
use ( Either)
use (4) (@fx)]]

where
T = cont®[Int]

—[APk:T.letid H: (1 =& ) « @(wrap[0])id A = (5,{S,M})

inlet throw42: 7 —)?ca"cc} Int

. , . B = (H’{H’ M}>
inletk' : 7+ @id Hk Bither = (H, {S, H, M})
in letx : Int «+ |42] Both = (S, {M})

in throw[Int] k' x|

in callcc throw42

Fig. 6. Exampleof handlingof foreignobjects

makesit impossibleto type the termin an ervironmentwhich doesnot have a heap
resource.

Anotherapplicationof the construcise (p) e is theselectiorof calling corvention.
Figure5(c)illustratesthisin the caseof switchingfrom stack-basetb heap-basedon-
tinuationsfor the evaluationof e whenp = (H, rs) andtheresourcedescriptorof the
contetis p' = (S, rs), where{H, S} C rs (i.e. botha heapanda stackareprovided).
Formalconditionsfor validity of use (p) e arepresentedn Section3.

The examplein Figure6 shavs anapplicationof use in the caseof interoperation
betweerprogramawritten in two languagesThe functionid usesstackallocation(S),
while throw42 usesheapallocation(H). Bothlanguagesglsohave thestoreresourceM.
Beforeid canbe calledfrom throw42, it mustbe coercedo heapallocation,whichis
performedby the effect-polymorphicfunctionwrap. Note thatthe effectsof the amgu-
mentsof wrap arerestrictedby the resourcesn the intersectiorof the two languages’
sets,denotedby Both; in this casethis meansonly storeeffectsareallowed. The in-
vocationof wrap’s argumentf is enclosedn two use regions:the outeruse createsa
new stack,while theinner one switchesthe calling corventionto the stackandsaves
theheapresource.

Theexamplealsoshavs how anobjectwhichonly hasmeaningn alanguagevith a
givenfeaturecanbehandled'passiely” by codewrittenin alanguagewvithoutsupport
for that feature.Note that the first-classcontinuationcapturedin the heap-allocating
programis passedo id andback,andthenactivated.



EFFECT ENVIRONMENT FORMATION TYPE ENVIRONMENT FORMATION
Env-eff-ext (Env-typ-empty)
(}_En\é—eff-empty) ( Fa A ) o A
a |_A At, t S pP A |_1" 0
EFFECTS (Env-typ-ext)
(Eff-empty) (Eff-union) AT AbkT
Fa A ARe<p AR <p| ATy z:7T
ARD<Lp AReUe" <p
VALUES
(Eff-var) (Eff-primitive)
FaA w€Dom(A) FaA p€ Required (f) (Val'g)?;’t)r
ARku<A AR < i S
u s Alu) fr=e AT Ry d:8(d)
(Eff-add-resource)
Ahe<p pCp (Val-var)
= — At I € Dom(I')
Ake<p
A bz I(x)
TYPES
(Typ-basic) (Typ-fun) (Val-aAbs) A
Fa A Ahe<p Ak .A‘F'TF. F"T'T,‘
AFb Akrolr Pilflila BiT e €T358
AT R XNzite:T =21
(Typ-unit) (Typ-poly) (Val-eff-abs)

Fa A FaA Au,u<phr AT Ap,u<pI'ko:T
A b unit A B Yu<p. T AT | Au<pov:Yu<lp. T
(Typ-ref) (Typ-cont) (Val-eff-app)

AbT Ab 71 0 k{callc} <p| r'(z)=Vu<pr Ake<p
A F; ref[r] A cont’[7] AL b zle] : [e/u]r

Fig. 7. The R typesystemeffects,typesandvalues

3 Semanticsof R

3.1 Static Semantics

Thetypesystemof R, shavnin Figures7 and8, keepdrackof theresourcesecessary
for theevaluationof atermandmakesa consenrative estimateof theeffectsof theeval-
uation.TheeffectervironmentA specifiegsheresourceboundsof freeeffectvariables,
andasusualthetypeernvironmentl” assigngypesto freevariables.

Therulesfor sequentl e < preflectthedependencef effectsonresourcesand
form thebasisof boundedeffectpolymorphismThedependencef primitive effectson
resourcess capturedy thefunction Required (Figure9) specifyingthealternatvesfor
minimal resourcedescriptorenablinga primitive effect. Note that the exception and
store effectswork with eitherstackor heapcontinuationallocation,while the callcc
effectcanonly beintroducedwith heapallocation.
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Fig.8. TheR typesystemterms

Typejudgmentdor valuesassociata type  with a valuev anda pair of erviron-
mentsyalueshave no effectsandthereforeheir computatiorrequiresnoresourcesSe-
quentdfor termshavetheform p; A; I' ke : T; ¢, wherep is theresourcalescriptorof
theervironment,r isthetypeof e, ande representtheeffectsof theevaluationof e. For
thetyping of constantsve assumeheexistenceof afunctiond € Const — BasicTyp,

andin particularthaté(*) = unit.

Required (exception) =
Required (store) =

Fig. 9. Minimal resourcaequirementsor primitive effects



Thefunction MazEff yieldsthe maximaleffect possiblewith theresourcesn p; it
is usedin makinga conserative approximatiorof the effectsof a continuationgiven
theresourcesvailableatthepoint of its capture(in rule (Exp-throw)).

3.2 Dynamic Semantics

To separat¢hestaticanddynamicaspect®f theuseof resourcalescriptorsve consider
avariantof R with explicit resourceannotationswheretheabstracsyntaxfor termsis

ex= @z ' | use’ (p')e
| [v]? | let’Pz: 7+ eine
| reff o | Vo | z:=P2
| callec” z | throw’[7] z 2
| e handle” 2 : exn.e' | raise’[7] z

Thetranslationof type-correctR termsinto the annotatedanguagés straightforvard
sincethe new annotationgorrespondo the resourcedescriptorg ontheleft of -, in
thetyping sequentgor thoseterms.

We presentoperationakemanticof R following [3] in termsof a variantof the
tail-call-safeC,EK machine We preferoperationakemanticdecauset allows usto
shaw directly thatreasonablefficientimplementationgxist. The original machineal-
locatesan activation frameon the continuationstackwhenenteringa let-binding (but
notwhenenteringa closure) andpopstheframeto completehebinding.We extendthe
machineby includinga componentenotingadditionalmachineresourcesandby pro-
viding a heap-basedlternatve continuationallocationstratgly supportingfirst-class
continuations.

Thetransitionsof the abstracimachineare specifiedasa relationon machinecon-
figurationsconsistingof the term being evaluated,its ervironment,andthe currently
available machineresourcesfor the purposesof the proof of soundnessf the type
systemwe includein the configurationalsothe type of the evaluatedterm aswell as
anaccumulatoof effects.Having the annotationsn the syntaxmalesit clearthatthe
althoughthe semantic®f someconstructslependon whatresourcesreavailable,this
dependenceanberesohedat compiletime.

The semantiadomainsdefiningthe meaningof the component®f the abstracma-
chine are listed in Figure 10. As usualthe ervironment E mapsvariablesto values
convertedto theirinternalrepresentatioasshavn in Figure11. Valuesarerepresented
in the ervironmentasclosureswith ervironmentsbinding their free variables;no en-
vironmentfor effect variablesis neededecauseeffect instantiationis performedvia
substitution(Figure11).

To assistwith the proof of soundnessf the type systemwe instrumentthe opera-
tional semanticgo keeptrack of the currentcontrolresourcethe accumulatectffects
of the evaluation,andthetype of the termbeingevaluated Further the ervironmentis
extendedto alsorecordthe type of eachvariable;type safety(Lemmal) impliesthat
all type annotation@ndtagsonly usedfor verificationin the semanticsnay be erased
without affecting the outcomeof the evaluationof a correctlytypedterm. We usethe
shorthand$’E(z) andE(z) for the valueandtype component®f E(z), respectiely,



MACHINE CONFIGURATION

Config = Exp X Env x CtrlRes X MResources X Effects x Typ
ENVIRONMENT
MVal> w == Closure (v, E) | Cont k | Loc¥ machinevalues
E € Env= Var - MVal x Typ ervironment

MACHINE RESOURCES
Rs € MResources = 3, p. o ], ., MR(r) separatedumof resourcauples
whereMR (S) = ContStack, MR (H) = ContHeap,
MR (M) = Store, MR (X) = Ezn
CONTINUATION ALLOCATION RESOURCES

Frame > F == Bind (\z:7.¢,E,7") bindingactivationrecord
| Restore {r, MR (r)) resourceblockingrecord
| Dropr resourcesimulationrecord

MContRes® > C° with empty® € MContRes®

isEmpty® € MContRes® — Boolean
newFrame® € Frame x MContRes® — MContRes®
topFrame® € (isEmpty°) ' [{false}] — Frame x MContRes®

— CONTINUATION STACK

ContStack > S := Halt | Frame (F,S) framestack

empty’® = Halt
isEmpty® = [Halt + true, Frame (F, S) > false]
newFrameS (F, S) = Frame (F, S)
topFrame® (Frame (F, S)) = (F, S)

— CONTINUATION HEAP

ContHeap = ContLoc x (ContLoc — Frame x ContLoc) x ContLoc
where k € ContLoc continuatiorlocations
K € ContLoc — Frame x ContLoc

empty" = (k, 0, k) for somek € ContLoc
isEmpty™ (F, (k, K, ko)) = (k = k)
newFrame™ (F,(k, K, ke)) = (k', K[k' — (F, k)], ke)
k' ¢ Dom (K) U {ke}
topFrameH (<k7 K7 ke)) = <F7 (kla K7 ke))

if K(k)=(F,k")
EXCEPTION HANDLER RESOURCE
Ezn = ContStack (denotedby superscripX)
MUTABLE STORE RESOURCE
£ € StoreLoc storelocations

M € Store = StoreLoc — MVal
with empty™ =0
ref™ (w, M) = (¢, M[¢ ~ w]), L ¢ Dom (M)
derefM (¢, M) = M(£)
update™ ({£,w), M) = M[£+— w], | € Dom (M)

Fig. 10. Semantidomaingfor theinstrumente@perationakemanticof R

v (z, E)="E(z)
v (z[e], E) =~ ([e/u]v, E") if VE(z) = Closure (Au<p.v, E'), and k ¢ < p,
v (v, E) = Closure (v, E) for otherv

Fig. 11.Representatioof values



andwe write E[z — (w : 7)] to denotethe extensionof E which assignamachine
valuew andtyper to z.

Themodularityof thelanguageblocksis supportedn our frameawork by therepre-
sentatiorof machineresourcess asarecord(tuple)with atagtag (Rs) € Resources
whichyieldsthe setof the correspondingprimitive resourcesThe setof possibleval-
uesof anindividual machineresourcecorrespondingo abstractresourcer is denoted
by MR (r). Thus,assuminga canonicakenumeratiorof resourcesa tuple of resources
with tagrs is anelemeniof thesingletonseparatedumy_ .., ¢,y [ 1, MR (r); we

will denotethis setby MRT (rs). The semanticanake useof two families of total
functions,

injl, (. € MR (r)x MRT (rs—{r}) — MRT (rsu{r})
proj[sU{T} € MRT (rsu{r}) = MR (r)x MRT (rs—{r}),

indexedby a primitive abstractesourcer andatagrs, with theintentionthating”, {r}
maps(R, Rs) totherecordcontainingR andall of Rs, andprojy (. isitsinverseWe
alsousesingle”, = m o proj’, anddrop”, = o0 proj.,. Thefunctionsinj?, andin;’,
(andsimilarly proj) arecommutatefor r # ', {r,r'} N rs = B; this commutatvity
allowsthegeneralizatiorf inj andproj to thefunctions

ing® . € MRT (rs')x MRT (rs—rs') — MRT (rsUrs')
projrs, o € MRT (rsUrs') — MRT (rs')x MRT (rs—rs').

Using thesefunctionswe candefinenaturalliftings of operationdinearin anin-
dividual resourceR (i.e. in whosetype R occursexactly oncepositively in boththe
typesof domainandcodomainpr doesnotoccurin thedomaintypeandthecodomain
is linearin R) to operationson a recordof resourcesks containingR: e.g.for 7 €
Sx MR (r) — §'x MR (r) wedefinef, (€)Sx ] c,, MR (r) = S'x [ c,s MR (7)
by

rs (57 RS) =let <R7 RSI> = Pproj, (Rs)7
(s, R') = f"(s, R)
in (s',injl, (., (R, Rs"))
wherer € rs. With the generalizedrersionsof inj and proj this lifting extendsto
functionson recordsof resourcesiswell.

For eachprimitiveresource thereis aninitial elementempty™ of thealgebraof the
correspondingnachineresourcetheseelementsreusedin thesimulationof resources
(rule (add) in Figure13).

A genericcontinuatiormachineresourceC¢ (correspondindo abstractontrolre-
sourcer) is describedy thefour stackoperationempty®, isEmpty®, newFrame®, and
topFrame®, wheretopFrame® is theinverseof newFrame® onnon-emptyC¢. We will
usethemoreconcisenotationF' ::¢, Rs bothfor newFramef, (F, Rs) andasapattern
standingfor Rs' whenc € rs, isEmptyf, (Rs') = false, and topFramef, (Rs') =
(F, Rs). A section(F ::¢, ) standdor thefunctionmappingRs to F ::¢, Rs.

Thestack-basednplementatioronly providestheminimal functionality;theheap-
basedimplementationcan be usedfor non-sequentiahccessaswell. Exceptionhan-
dling usesa separateontinuationstack.



Activationframesincludea variantof the standardindingframes[3] to recordthe
continuationcompletinga let-binding let{>™) ¢ : 7/ « ¢’ in e after evaluatinge’.
Thebinding frameis of the form Bind (\(*"™) z:: 7. e, E, 7'), wherer' is thetype of
e in environment’E extendedwith z : 7, rs is the setof resourcesvailablefor the
evaluationof thelet, anda is theallocationresourcdor the evaluationof e.

In additionthereare two kinds of resourcemanagementontinuationframes.A
Restore frameindicateshata machineresourcenasbeensaved andremovedfrom the
current;a Drop frame signalsthat a dummyresourcehasbeencreatedand provided
to codewhich only usesthe it locally, or not at all (but hasbeencompiledto expect
it). The namesof theseframessuggesthe operationghat mustbe doneto restorethe
statusafter the evaluationof the currentterm hascompleted,.e. whenthe frameis
encounterediuringunwindingthe continuation.

The relation of computation—; on configurationsis the union of the transition
rulesshavn in Figuresl2 and13); therelationof computationis thereflexive transitve
closureof —;. The transitionrules are groupedin classedasedon the featurethey
implementasfollows.

Building block Rules Figure
environment (app), (let), (bind) 12
store (ref), (deref), (update) 12
first-classcontinuations (callec), (throw) 13
exceptions (handle), (raise) 13

(add), (remove), (redirect)

resourcenanagement (nop), (restore), (drop)

Notableamongthe transitionsarethosefor resourcananagement they save are-
sourcefor future useandremove it from the currently available set, createa dummy
resourcepr selecta differentcontinuation.The interactionbetweerresourcenanage-
mentand exceptionhandlingis non-trivial becauseesourcesnustbe restoredwhen
exiting a use-regionin ary way. For thatreasorfirst-classcontinuationsarerestricted
to accepbnly theresourcesetavailableat point of captureunlike them,exceptionhan-
dlersareallocatedon a stack,thusit is possibleto allow exceptionsnot to betied to
specificresource®y interceptinghemandrestoringtheresources.

Ourimplementatiorof exceptiondgs morerealisticthanthetypical [23] which prop-
agategxceptionpaclketsthroughall enclosingermswhoseevaluationds pending.The
exceptionhandlerforms a stackparallelto the continuationstack(or heap).Raising
anexception(rule (raise)) createsan exceptionpacket which is processedik e a value
with continuationon the exceptionhandlerstack;the bindingson this stack,created
by handle, restorethe default continuationThis scheméhason overheadf exceptions
arenot used,andoverheadinearin numberof catchinghandlersvhenanexceptionis
thrown.

3.3 Soundnesof the Type System

To prove soundnessf the type systemwe extendit with rulesfor machineconfigura-
tions, and prove that this extensionhasthe subjectreductionand progresroperties.



ENVIRONMENT
(app) (@z1 22, E, a, Rs, &, 7) —1 (€', E'[z' — E(z2)], a, Rs, ¢, T)
whereClosure (A" ¢':7'. ¢! B') VE(x1)
7 = TB(x2)

(let) (let’>™ ¢ : 7' « €' ine, E, a, Rs, &, T) 1
(¢', E, a, Bind (X*™ z:7". e, E|py (¢) _{a}, T) =% Rs, &, T')
(bind) (|v]‘¢™, E, ¢, Bind (X*™ z:7. ¢ | E',7') 25, Rs', &, T) 1
(¢, E'le = (y(v,E) : 7)], a, R, &, ')
STORE (rulesvalid whenM € rs)
(ref) (ref®™) g, E, a, Rs, &, T) 1
(le'|‘>™), E[2' + (Loc £: 7)), a, Rs', € U {store}, T)

where 7 = ref[TE(z)]
(¢, Rs"y = refM (VE(z), Rs)
z' ¢ Dom (E)

ere nwors) ¢ E, a, Rs, e, 7) —1
deref) (¥*™) gz E,q, R
A z — (dere s):7)|,a, Rs, eU {store}, T
(L' ), Bz’ v (deref! (4, Rs) : )], a, Rs, e U {store}, 7)
where (Loc £ : ref[r]) = E(z)
z' ¢ Dom (E)
update ri="""x, B, a, s, €, unit) >y
d {a,rs) 1 E R -
([*‘*™) | E, a, update} ((¢, VE(z")), Rs), € U {store}, unit)
where (Loc£:7) = E(z)
ref("E(z"))

T

wherers = tag (Rs), a € rs

Fig.12. Instrumentedransitionrules,part1

Theinterestingaspecbf assigninga typeto a configurationin this systems thatsome
of thevaluesin theenvironmentmayreferto resourcesvhich arecurrentlyinaccessible
(blocked by anenclosinguse), which complicateghe notion of type correctnessThe
detailsof the proof areomittedfor spaceconsiderations.
Theprogressandsubjectreductionpropertiesarecombinedn thefollowinglemma.

Lemmal (Safety).If C = (e, E, ¢, Rs, e, 7) andd F¢ C : 79;¢€0, theneither
e = |v]{@) for somevaluev sucthatd; ’E k, v : 7, andisEmptyS, (Rs) = true, or
there existsa configuation ¢! sudhthatC' —; C" and® Fo C' : 79; €0.

(Notethatthecaseof avaluein anemptycontinuationcoversbothnormaltermination
of the programandthe caseof anunhandledxceptionpropagatedo thetop.)
As acorollarywe obtainsoundnessf the system.

Theorem?2 (Soundness)lf C = (e, E, ¢, Rs, &, 7) and@ ko C : 193¢0, thenC
computeso a value or to an exceptionpadket, or its computatiordiverges.



FIRST-CLASS CONTINUATIONS (rulesvalid whenH € rs)
(callcc) (callec™™™ z, E, Rs, H, €, 7) 1
(¢!, E'[z" — (Cont k : cont™™™[7])], H, Rs’, e U {callcc}, 7)
where(k, K, k.) = single!l (Rs)
Rs' =if X ¢ rs then Rs else restoreEzn (H)(Rs)
VE(z) = Closure (A" 2" :cont™®") [1]. €', E')
(throw) (throw<H’”)[T] z1 T2, E, a, Rs, &, T) 1
<|_1"2_]<H’”>7 E7 H, inj:.ls—{H} (<k17K7 ke): Rsl)y & TH)
where(Cont k1 : cont™*)[7"]) = E(x1)
<<k7K7 k€>> RS’) = pT‘Oj,:I, (Rs)

EXCEPTIONS (rulesvalid whenX € rs)
(handle)(e handle{®™ z : exn.€', E, a, Rs, €, ) 1 (e, E, a, Rs', ¢ U {exception}, )
restoreCont (a, Rs) o
whereRs' = | (Bind (\*"™ z:exn. €', E|pv (er)— {2}, T) it ) © | (RS)
restoreEzn (a)
(raise) (raise!®™[r] z, E, a, Rs, &, ) 1 (|z]*™, E, X, Rs, ¢ U {exception}, exn)

RESOURCE MANAGEMENT
(add) (use‘®™ ((a,rs'))e, E, a, Rs, &, T) 1
(use‘® ™Y ((q rs')) e, E, a, inj., (empty”, Drop r ::2, Rs'), €, T)
wherer € rs' — rs
Rs' =if X ¢ rs then Rs else Drop 7 ::%, restoreEzn (a)(Rs)
(block) (use!®™ ((a,7s')) e, E, a, Rs, €, T) +1
(use‘® =" ((a, rs')) e, E, a, Restore {r, R) =% Rs", e, 7)
wherer € rs — rs' — {a}
Rs" =if X ¢ rs' then Rs else Restore (r, R) ::X, restoreEzn (a)(Rs)
(R, Rs') = proj;, (Rs)
(redirect) (use!®™ ((a',rs"))e, E, a, Rs, &, T) 1
(use'?™) ((a',rs")) e, E, o', Bind (AX*™ z:7. [z|¢*™), E, 1) =% Rs, ¢, T)

(nop) (use<“’”> ({a,rs))e, E, a, Rs, e, Ty +>1 (e, E, a, Rs, &, T)

(restore) {(|v]‘>™, E, ¢, Restore (r,R) :°, Rs', &, 7) +»1
(lv]¢™, B, ¢, inj, (R, Rs'), €, T)
wherec € rs, r ¢ rs
(drop)  (|v]‘*™, E, ¢, Dropr::, Rs', e, 7) —1 (|v]®™), E, ¢, dropZ, (Rs'), &, T)
wherec € rs, r € rs — {c}

where rs = tag (Rs)

restoreEzn (a)(Rs) = replaceResource (a, X, Rs)(Rs)
restoreCont (a, Rs') = replaceResource (X, a, Rs")
replaceResource (c,r, Rs') = (Drop r ::, ) o (Restore (r, single], (Rs')) =<, )
wheretag (Rs') = rs, {¢,r} C rs

Fig. 13. Instrumentedransitionrules,part2



4 RelatedWork

Interoperabilityis a primaryconcerrof component-basatodelssuchasCORBA [12]
andMicrosoft's COM [15, 13]. Safetyin thesesystemss in conflict with the perfor
mancerequirementsandeven sandboxingnayfail to provide correctsemanticsvhen
the effect systemsof the communicatingdanguagego beyond the value/storeinter-
face.ln comparisorour systemallowsflexible andefficientinteroperatiorbetweeran-
guagewith differentresourcesandensuresafetyby exposingtheresourceandeffect
requirementén thetypesof thecomponents.

Foreignfunction call interfaceg6, 14] arerelatedin purposebut aredesignedun-
dertheconstrainto be compatiblewith legag/ codewhichis oftenunsafe Solutionsto
this problemhave majorimpacton interoperabilitytoday We do not attemptto solve
compatibilityissuesn the systempresentedn this paper Our designis for interoper
ability betweersafecomponentsvith language-independeinterfacesaimedto satisfy
high performanceequirementsvhenrunningin sharedaddresspaceWe emphasize
building a safe efficient, androbustinterfaceacrosamultiple HOT languages.

The presentwork extendsour earlierresults[17] on a type systemwith effect and
resourcecontrolfor continuationallocation.While the stateresourcds essentiallyin-
dependenof therest,the interactionsof the exceptionresourcewith the continuation
resourcesirenon-trivial.

Although we do not presentthe semanticsn termsof monads.the ideato use
bothresourceandeffectsto describea function’s interoperabilitywasinspiredby re-
centwork on monad-basethteractionsand modularinterpreterd21, 9, 20, 10], and
Wadler's work on the relationshipbetweenmonadsandeffects[22]. Monads,viewed
ascomposition®f basicmonadtransformerg10], canbe usedto represensetsof re-
sourcesThetransitionrulescreatinga bindingactivationframeandbindinga variable
to a value (Figure 12), given a setof resourcesprovide the semanticof the ‘bind*
andunit of themonad Resource-specifigrimitivesareinterpretedy lifting theoper
ationsof the correspondingnonadthroughthe monadtransformergnclosingit in the
composition.

Whatmakesour approactdifferentis thatour systemkeepgrackof effects,which
allows us to determinewhich componentf a monadtransformercompositionare
beingusedonly trivially (i.e. only their ‘bind‘ andunit areinvoked)andtherefore
canbe eliminatedor simulated Furthermorewe wish to extendandreducethe setof
resourcesn a commutatve way, andfor thatpurposewe representheresultof trans-
formercompositionshorizontally” — the correspondingesourcesrecollectedin one
componenbf the abstractmachineconfiguration Thusif the setof resourcesequired
by terme corresponds$o themonadM = (Tj o ... o T,,) Id, extendingit via use” (e)
is, in generalhot expressedisan applicationof a monadtransformerT to M, but as
theuseof amonadmorphism[2] to embedvaluesof M into a monadisomorphicto a
compositionof T3, ..., T,,T in acanonicalorder Proving the equivalenceof a mon-
adsdefinedas compositionswith their horizontalrepresentationmeetsthe technical
compleity of constructingnorphismsetweerthem.We have optedinsteadfor opera-
tional semanticsvhich givesa moredirectcorrespondenceith animplementationin
oursemanticshecompleity of lifting monadshroughmonadtransformerss reflected



in theinteractionbetweervariousresourcese.g.in transitionrules(callcc), (add), and
(block) (Figure13).

Closelyrelatedto our work is the researcton effect systemd4, 7, 8, 18, 19]. The
effectsin our systemareusedfor verifying interoperabilityconstraintsjn this context
thenovel boundecdeffect quantificationis introducedasa form of effect polymorphism
underresourceestrictionswhich allows usto take advantageof the effect-resourcee-
lationshipto supportadvancedcompilationstratejies.Theeffectinferencesuggesteth
thetypingrulesin Figure8 is conserative andthereis considerableoomfor improve-
mentborraving from prior work by e.g.finer separatiorof effectsandadoptingregion
inferenceor for determiningtheir localization;however it is still not clearto whatex-
tentthis improvementwill materializein practice— for instancethe exceptioneffects
canbeeasilylocalizedto a handler but dueto thetypical extensibility of the exception
typemosthandlerge-raiseexceptionsWe intendto testthesevariationsin a prototype
implementatiorunderdevelopmentwithin the FLINT system.
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